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Introduction & Aim

What is Enterprise Risk Management (ERM)?

* ERM is an integrated approach to risk management that connects
silos & examines multiple categories of risks.

* Healthcare ERM involves anticipating, reducing and managing
potential risks within the healthcare setting, thereby allowing us to
create & protect value.

ERM at SingHealth

In 2009, SingHealth became the first Public Healthcare Institution in

Singapore to develop the Cluster-wide ERM programme via a three-

pronged approach —i.e. “Education & Training”, “Data & Analytics” and

“Sharing & Learning”.

Why EmpowERMent?

Effective communication of ERM concepts & principles is a cornerstone

of ERM Education & Training. As the healthcare risk landscape continues

to evolve, it is imperative that the SingHealth ERM Education & Training
programme continues to progress and expand. By proactively adopting

a “top-down” and “bottom-up” communications approach Vvia

“EmpowERMent”, key ERM concepts and principles can be demystified

to create continuous & sustained risk awareness and understanding of

ERM.

Methodology Q ipeation

* Through various staff engagement avenues (i.e. ERM facilitations,
workshops and reviews), ORS identified a gap in ERM literacy
amongst our ground staff. This propelled us to demystify ERM to
create a culture of sustained risk awareness amongst our staff via
the EmpowERMent ERM Bulletin and CoE Bulletin.

e “EmpowERMent” serves as a vital conduit for the flow of ERM
concepts & principles to all staff.

{5 WORKFLOW DEVELOPMENT

 “Bottom-up” approach fuels innovation and fosters a sense of staff
engagement towards ERM Education & Training initiatives
v' CoE members encouraged to contribute risk-related articles, risk
mitigation measures & best practices for Cluster-wide sharing &
learning
 “Top-Down” approach:
v’ Key risk appointment holders interviewed via fireside chat
interviews to facilitate sharing of risk-related insights from a
strategic perspective

&3 L AUNCH Of COMMUNICATIONS STRATEGY

* Two-pronged strategy adopted to boost readership & knowledge
retention via “Answer & Win” contests and featuring the Fireside
Chats as ERM Bulletin Cover Stories

(] POST-LAUNCH

 Communication in the form of feedback and/or suggestions are
crucial in fostering innovation and improvement. Readers were
encouraged to submit their feedback and/or suggestions via an
official email channel. By leveraging on feedback loops for the
purpose of improvement, readers have sent in feedback on certain
risk points and/or technical issues that they may be facing on the
ground. (For example, feedback on medication safety risk points
have been highlighted at the CoE for discussion and exchange of
best practices across the Cluster.) Additionally, high impact articles
containing actual case scenarios for risk-awareness have been
featured on a regular basis for staff risk-awareness.
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A HEALTHCARE ENTERPRISE RISK MANAGEMENT BULLETIN Issue 11 // Feb 2023 A HEALTHCARE ENTERPRISE RISK MANAGEMENT BULLETIN Issue 12 // June 2023

A HEALTHCARE ENTERPRISE RISK MANAGEMENT BULLETIN Issue 14 // Mar 2024

LUNAR NEW YEAR GREETINGS:
Welcoming 2024 with Hope and Resilience

Fireside Chat

with Ms Euleen Goh
Chair, Risk Oversight Committee (ROC), SingHealth J

Simce July 2015, Ms Euleen Goh has helmed the ROC (@ SingHealth Board subcommittee) in providing
oversight, governance and guidance on the implementation of the SingHealth ERM programme. In this issue of
EmpowERMent, we hear from Ms Goh as she candidly shares her views and wealth of experience on issues
relating to the SingHealth ERM programme and how ERM plays a key role in building organisational resilience.

with Prof vy Ng
Group Chief Executive Officer, SingHealth

Dear Valued Readers of EmpowERMent,

Happy Lunar New Year to you!

In this issue of EmpowERMent, we hear from A/Prof Ong Biauw Chi (GCRO, SingHealth) as she shares her hopes & aspirations SingHealth has come a long way since the cluster-wide In our past issue of EmpowERMent, we featured bite- s
for the SingHealth ERM programme in the New Year. So, grab your Lunar New Year snacks, munch away on those delicious implementation of ERM in 2007. What did ERM mean to sized infographics on how risks can be leveraged on as Tell us more about your background. How did you get ) _ o
pineapple tarts and enjoy this exclusive “love letter” brought to you by the SingHealth Office of Risk Services. ;) you at that peint in time versus now? opportunities. What are your thoughts on some of the ! 'I' ) b L ;‘3 Albeit an expensive lesson, the data breach incident BllDWEd_UE
T e e e g o i sl o started in the Enterprise Risk Management (ERM) field? to re-look at our current processes, and formulate corrective
X - X . = = i L d preventive actions to mitigate the risks of another data
i i In the earlier stages before 2007, the SingHealth Office of Risk further improve against the backdrop of a changin, an
Happy CNY A/Prof Ong! As we step into 2024, what is - & N 8 P & 5 P Eine I have been in the banking |n§ustw for many years. 'u\.u'hen.l first breach. The Hepatitis C incident underscored the resilience and
on your ERM Wishlist for SingHealth in the New Year? What is the most challenging task that you've faced Services (ORS) was named the Risk Management Office (RMO) healthcare landscape? started out, | took on executive roles that were mainly in the tenacity of our nursing staf?. Althoush they faced sremendous
5 o 5 . in terms of ERM implementation at SingHealth? and staffed by a small team of ERM visionaries led by Professor banking sector. During that point in time, there was a stage rcru‘tir:vand numerou"g uest.ions on fheir ':locesse" our nurse:
?5 we u:her in t:ﬁecl;lew Year';mv wmcll'l Ls:‘frzzrfln:g:e.alth fa::ll\,'I P J Fock Kwong Ming and Ms Ng Mee Yoke. At that point in time, Within every challenge, lies a thicker layer of opportunities. whereby | found myself debating with my supervisor on the ;wever vwa\.rered and ;e;ained com Ietelp dedicaJtJed in theiJr
t: .spontz.aneou;y |I:tcuas,t5.rare an o af 2o drlsr ISJL:J - ERM is an important process that plays a key role in building ERM was only rolled out at the SingHealth Headguarters — Before COVID-19 struck, we acknowledged that future threshold of risk one should take and how does one analyse and ~ _~ S They gave their bestgnd de not crumble under
: E|_r entity or tEpa Tetn utcunc';:jn \rr acmghfm suggest areas olrganlsanonal resilience. Inten.'nslof ERM implementation at {SHHQ) level and had not been extended cluster-wide yet. pandemics were a potential risk area. Following the Severe balance risk wversus return. Eventually, | embarked on an h - .'ﬂ. d h h h this incid Th
‘or improvement or solutions to address a problem area. SingHealth, | am deeply appreciative of the fact that many of Acute Respiratory Syndrome (SARS) outbreak in March 2003 investment training programme that covered a myriad of risk- the pressure inflicted ento them through this incident. The
Risk Management can create opportunities for improvement our entities are supportive of the SingHealth ERM During my initial meeting with Mee Yoke to deliberate on the  ang HIN1 pandemic in 2009, a myriad of risk mitigation related topics such as risk appetite and the risk-return tradeoff. ?:Jr:lr;gldcom:nunrw. bar:;ied. t_t;getther ;“th Ith.e rlf-le'.rtar:t
which can help optimise work processes and in turn provides the programme. However, there are still pockets of staff who cluster-wide implementation of ERM, | was impressed and measures such as disease containment and tracking were put in This encounter eventually sparked my interest and fuelled my akehol 9;5 _° re\:ew ) € Inciden ans' lipelfa ID:aIJeNDc:
P ) . i skeptici inepi iam in drivi Hhi . A ) recommendations for improvement. Similarly, the
organisation with a competitive edge. For example, the move regard ERM with a vraw eye.or -JkEpIIEISn'I d.ue to fea.r of inspired by her passion in driving the ERM programme within place. Despite such preparations, we did not foresee that a involvement in the risk management field. The lessons learned sterilisation incident enablez our staff 1o unders.';’and the need
towards Epic EMR can be seen as an organisation-wide  DEINE put under further investigations or scrutiny, perceived SingHealth. The ERM programme at SingHealth has indeed  pandemic of such magnitude and severity would hit us in 20201 during the training programme have stuck with me to this day. As| _ " ° i i )
oppOrtunity for us to review the current risk areas under the SCM complexities and multiple competing pricrities from patient come a long way, from a solely “top down” approach then, to ) ] ] grdually built up my risk management portfolio and moved for process improvements and timely alert, escalation and
X _ . care. . . . er s . With retrospective  wisdom, COVID-19 presented an ; X 3 notification (AEN). These incidents have brought about positive
system; work collectively to improve certain features of the EMR, an Enterprise-Wide activity that is embedded within strategic S X together o ot " sk towards taking up non-executive roles as board member of various ) h he i : il
L [ opportunity for us to come together to strengthen our ris 5
revamp existing workflows, reduce systemic inefficiencies and | believe that risk management should be internalised and planning and management. Now, SingHealth even has a r;sFiinencewthrough multi—disc?plinan,' collahitrations and organisations, | was able to leverage on this experience and ;l:ITD;EZ:;E:}rE;;n; utsh; ielr‘zj?i?:rnscea:d a:rciz::li::\;::s Iol?l’of;r
ultimately, create more joy at work! : 4 : - : < _ - . - ! ‘ isations s ir risks . . 5 5
¥ oy seen as both a daily work & persenal approach and there is Universal S;hawr)ural Stand.arld [U?S] d.logan Evberydone athsk innovation. In the face of adversity, we thrived as one and e;\clotrtagle organlsa:on Itotast:sls The'z risks, dettermlne their level 1 eholders.
How do u envision the SineHealth still much work to be done to.con\rlnce our staff to see tlf\e Manager. This slogan certainly galvanizes everybody to have seized the opportunity to accelerate our digital transformation, of risk tolerance and evaluate their risks versus returns. } - . .
Yol £ value that ERM creates. Walking out of your house, while ERM embedded at the heart of what they do. enhance remote care processes within institutions in order to ) ) . The most fulfilling part of my rale as ROC Chair of SingHealth is
ERM programme 2 — 3 years from now? seemingly harmiless, poses numerous risks. In fact, many, if - - ; ) o ) What is the most fulfilling part of your role as Risk  witessing the progress we have made in our ERM journey in
= - PSR not all of us, are partaking in risk identification & In comparison, the current level of ERM awareness amongst mitigate the risk of infections, ramp up our medication delivery Oversight Committee (ROC) Chair of SingHealth? Kindl h as buildi isk- It derstanding th
Much still needs to be done to fortify our organisation’s risk 4 ; : F . . . . - services and improve our healthcare mobile applications to el e ’ ¥ areas such as building a risk-aware culture, understanding the
i E ; i discipli ; management on a daily basis, rendering it a common our staff is certainly much stronger than in the past, which share with us your most memorable ERM encounter as  poundaries of what we can or cannot do, in terms of risk-taking
resilience by strengthening multi-disciplinary collaborations to ! 4 1d be attributed to th s Juster-wide inftiati sharten waiting time. . . - b a 5 O risk-ta
advance our various ERM projects and initiatives. My hope is to  function. On a day whereby one has to travel to a could be attribu 0 the progressive cluster-wide initiation ROC Chair of SingHealth? and leaming from incidents. Healthcare is a very risky business
see more domains and departments that have yet to embed ERM construction site, we are subconsciously mitigating our risk and application of the ERM programme. Everyone must be On another note, we would not have been able to do this and risks do happen. We do see instances outside of SingHealth
in their daily work processes coming onboard the SingHealth ERM of work-related injuries by equipping ourselves with aware of risks within their domain and risk sources from an interview session today had we not rolled out the Zoom The most memorable ERM encounters were tough and challenging whereby organisations have taken intolerable risks, often
programme as part of our collective efforts at improving patient Personal PI‘OtECtIOI’I- Equ.rpment_ (PPE) such as safety boots, external perspective for ERM to truly be an enterprise-wide application via our corporate laptops cluster-wide during the incidences that, at the end of the day, yielded positive outcomesin  ynknowingly, and end up failing as they have never considered
and staff eutcomes. helmeats and even high-vis clathing! activity. COVID-19 crisis! As the healthcare system is gradually the form of learnings which help to mitigate the related risks and = 0 potential risks involved. As such, it is important that we
A J 2 reforming to “Healthier 5G*, we should continue to embrace recurrence of the incidents. continue inculcating a risk-aware culture whereby no man is an
Lastly, I'd like to take this oppartunity to wish our valued readers | UTE€ everyone to start embedding ERM in your daily tasks Moving forward, | strongly believe that we can go further to chauengf, learn from past expriences, adapt to new ways of istand and th tﬂEng - 2 Risk M o s v ot
of EmpowERMent a Lunar New Year filed with health, an  and begin identifying the current and/or emerging risk areas deepen the risk-aware culture and mindset amongst our staff. ™ ) > These were incidences whereby we encountered issues in our  F@ncand thal tveryone 5 a Risk Manager . As we accumulats

- : 4 workin roactively identify, anticipate and mitigate novel s . A i i i i
abundance of joy, resilience and positive outcomes. May the year ~ that your entity and department may face. Ultimately, it This will empawer our staff to proactively identify potential risk E P ¥ . " < processes such as the Hepatitis C incident in 2015, the Sterilisation  1=2rnings through experience, we gradually gain darity on our

of the Dragon bring forth a series of flourishing partnerships and ~ takes a village to establish an “ERM” culture that will not areas and take the appropriate risk mitigation actions to risks. incident in 2017 and the cyber-attack on SingHealth in 2018 that 11K tolerénce and are able to make astute decisions that
fruitful collaborations amongst colleagues, breakthrough ORIy keep our patients and staff safe, but also help us to prevent adverse events from occurring resulted in the organisation having to bear the brunt of harsh  Dalances risk versus return.
discoveries, innovation and positive impact. ¥ &{i D4,  Optimise operational efficiency and ensure the proper use of Copyright © 2023 Office of Risk Services, SingHealth criticisms. Copyright © 2023 Office of Risk Services, SingHealth
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Communicates ERM-related knowledge to our staff via:

v’ Bite-sized ERM concepts & principles

v’ Fireside Chat interviews from key risk appointment holders
v Kopi Chats with domain leaders on ERM initiatives
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AN ENTERPRISE RISK MANAGEMENT CENTRE OF EXCELLENCE (Cof) BUALETW issue 20 // May 2024 AN ENTERPRISE RISK MANAGEMENT CENTRE OF EXCELLENCE (CoE) BULLETIN Issue 19 // Mar 2024 s

Same Same But Different? Ensure Proper Patient Verification For Patient Safety DEVELOPED HAND DERMATITIS IN HEALTHCARE SETTINGS? '

- A Sharing on Pharmaceutical Procurement Practices Brevatt oy b the SingHeath Procedure Safcy Weraroup (57511 HERE'S WHAT TO DO.
Brought to you by the SingHealth Medication Safety Work D (SMSW) {Adapted from the SingHealth Hand Hygiene Day 2022)

Case Scenario: Right Humerus X-ray Performed on Wrong Patient DO | HAVE HAND DERMATITIS?

AN ENTERPRISE RISK MANAGEMENT CENTRE OF EXCELLENCE (Cofl BULLETIW

Hand dermatitis is charecterised by the inflammation of the skin, including symptoms such as itch,
swelling, redness, development of scaly, thickened, cracked skin, or the pressnce of blisters.

Patient A and Patient B were transferred to a hospital from different nursing homes. Patient A arrived at the Emergency

Department first and both patients were triaged by the same nurse. As Patient B was breathless and uncommunicative,

] a nurse verified Patient B's details against the referral letter and applied a wrist tag (which belongs to Patient A} without If you ohserve these symptoms '

- checking the name on the wrist tag. If vou have none

e ! WHAT CAUSES DERMATITIS TO OCCUR?

per—d of these

:‘:-'_:‘ Doctor ordered right humerus X-ray for Patient A and chest X-ray for Patient B. Patient B was then sent to Radiology Symptoms Contact 11.ria contact at

Rt - - P ) . : Endogenous (Genetic)

Department. Radiographer checked Patient B's wrist tag and procesded with the right humerus X-ray. the wurkpla( e}
LASA drugs are defined as drugs that [ " i ' J * Symptoms have often been | *  Occurs, and is
are look-alike (LA) or sound-alike (SA) =3 Patient A was sent to Radiclogy Department. Radiographer noticed that Patient A had the same wrist tag as Patient B. It resent SiNCE Youne exacerbated. durine the
== Unusual features e.g. rashes P roung ! g

was subsequently discovered that Patient B was tagged with Patient A's wrist tag.

with another formulary drug. The list of * May also have asthma andfor course of wark.

T
LASA drugs is derived from inputs |- Sna st Pressntine oniy on one sensitive eyes or nose
during P&T Committee evaluation of & we # e v B 8 What Went Wrong and What Could Be Done Better? D hand or alsa at other parts | | oo weually dry
Cmmm Ao e of the body (feet, scalp

new drugs, MSC review of near misses i .
Failure to check patient’s wrist tag after applying on patient wrist. As Patient B was uncommunicative, two nurses etc.), absence of itchiness, ‘ l Contact Dermatitis

and medication errors and from user

feedback. should perform the verification and tag the patient independently, instead of one nurse. or weits (Refer to neat page)

During procurement of pharmaceutical product(s), the objective is to evaluate and <+  Failure to match patient’s clinical condition to X-ray ordered in the Radiclogy Department. When discrepancies are CARE OPTIONS -

select the most cost-effective product(s), which meets the required specifications, noted, the radiographer should check with the ordering doctor for confirmation. (A) Treat that Dermatitis

safety and quality standards, applicable for institutions’ use. Get a topical steroid from the pharmadst [must be
ﬂ What Is Patient Verification? If unsure stronger than hydrocortisone crezm)

[ éofléid&étioné foE Procurementof éhérﬁiééeiﬁiéal F;rod'uct'('s)'

Emergency Care Research Institute (ECRI) defines Patient Verification as the process of correctly matching a patient to {B} Restore your Skin Barrier

Registered Therapeutic Product under the Health Products Act appropriately intended interventions and communicating information about the patient's identity accurately and Apply moisturiser two to three times a day (this has no
If there is only one sole registered product, this product will need to be procured reliably throughout the continuum of care. The recommended patient verification process includes a minimum of two Consult your impact to the effectivenass of hand rub.
€ h alua its quality, safety, and effi the patient identification before carrying out any procedure (Ming et al_, 2016). {C) Good Hand H\rgiene Practices

doctor for an
evaluation — Use a hand rub {with more than 60% ethanol) instead of

hand washing, and do not combine both methods nor use
hot water

Patient identification does not simply include the action of physically identifying the patient, but alse utilising
If uncontrolled

technologies that can improve the precision of patient identification {(ECRI, 2020).
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 Serves as a platform for CoEs to communicate risk alerts to raise
risk-awareness on current and/or emerging risk issues.

 Topics concerning risk issues arising from look-alike, sound-alike
(LASA) medications, procedural safety, infection prevention &
control, falls prevention and sterilisation & disinfection have been
published via the CoE Bulletin.

Conclusion

By leveraging on visual communication of ERM concepts, proactive
sharing of case scenarios, ERM experiences and programmes via a “top-
down” and “bottom-up” communications approach, the arcane subject
area of ERM can be demystified in order to create a culture of sustained
risk awareness and interests amongst all SingHealth staff in a manner
that is easy to read and understand.

Future Works

The EmpowERMent Editorial Team aims to continue publishing value-
added ERM articles and communicating key learnings from actual case
scenarios for sharing & learning and risk-awareness.
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